
RBA notifications



Motivation

• RBA notifications: important, unintuitive, untrustworthy


• Users and security teams feel RBA emails are important tools


• A lot of inconsistency in RBA email design


• Phishing attacks often exploit RBA notifications



Goals

• How do users feel about the notifications?


• Nervous/anxious/suspicious


• What do users do about the notifications?


• Investigate, change passwords, enable MFA, report as phishing


• Immediacy of response


• What factors influence people’s reactions and actions?


• Notification features, account importance, etc.



Study Approach

• Collect RBA notifications from 251 real websites


• Identify common elements of notifications


• Online survey of 258 respondents 


• 25 questions, 20 minutes to answer


• Offline interview of 15 people


• Send fake RBA emails


• Structured interview



Email Components



Demographics



RBA notifications and the 7 dwarfs

• 46% people felt this might be phishing!



Notification Importance

• Users overwhelmingly feel notifications 
are important and useful (90%)


• Users largely read entirety of 
notification and respond immediately


• Some notification fatigue seen by some 
users



Reaction

• What’s the right response?





Reactions

• Muti-method study


• Real-world RBA notifications


• Recommendations


• Clear figures

• Sampling / generalizability


• Simulated emails / self-reporting


• Too many percentages




Useful Tool? Or burden shifting?

• Do the notifications help users?


• Do the users know what to do?


• How do we split RBA between system actions (lockout, rate limits, extra auth, 
investigation) and user actions?



Phishing

• RBA emails look like phishing email!


• Cause a stress reaction


• Encourage you to log in to account / change 
password


• How do we make this less likely?



Habituation

• Do these notifications need 

• Deep reading


• Action


• Can we reduce number of alerts?



Design of RBAs

• What components are most useful?


• How to balance the amount of detail to make them useful but readable / not 
scary?


